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Abstract 

To successfully learn using freely available (and non‑curated) Internet resources, 
university students need to search for, critically evaluate and select online information, 
and verify sources (defined as Critical Online Reasoning, COR). Recent research indi‑
cates substantial deficits in COR skills among higher education students. To support 
students in learning how to critically use online information for their learning, it is nec‑
essary to better understand the strategies and practices that might elicit less critically‑
reflective judgments about online information and thus account for such deficits. To 
this end, using eye tracking data, we investigate how the COR behaviors of students 
who critically‑reflectively evaluate the credibility of online information (‘high per‑
formers’) differ from those of students who do not critically‑reflectively evaluate it 
(‘low performers’): 19 students were divided into high and low performers according 
to their performance in the newly developed Critical Online Reasoning Assessment 
(CORA). The fixation and dwell times of both groups during CORA task processing were 
compared regarding time spent on the different processing steps and eye movements 
on the visited web pages. The results show noticeable differences between the two 
groups, indicating that low performers indeed approached the task rather heuristically 
than systematically, and that COR skills require targeted and effective training in higher 
education.

Keywords: Online information processing, Critical Online Reasoning Assessment, Eye 
tracking, Response process patterns, Higher education, Two‑process theory

Introduction
Research background and study objective

In recent years, eye tracking has been increasingly used in educational research and 
practice, e.g. to analyze domain-specific understanding and expertise in computer-based 
assessments (e.g., Han et al., 2017; Klein et al., 2020), to investigate the effectiveness of 
learning methods (e.g., Lee & Wu, 2017; Luo et  al., 2017), and to examine the usabil-
ity of digital learning environments (e.g., Erdogan et al., 2023) and multimedia learning 
content (for detailed reviews, see Alemdag & Cagiltay, 2018; Coskun & Cagiltay, 2021). 
Eye-tracking studies generally use closed formats (ready-made websites or interaction 
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interfaces) to research how students deal with (preselected) learning content (e.g., 
Sharma et al., 2020; Ben Kheder et al., 2018; Navarro et al., 2015). So far however, little 
is known about how students interact with freely accessible information on the Internet 
(e.g., Schmidt et al., 2020), despite online information from websites being increasingly 
used in both formal and informal learning contexts to acquire knowledge and achieve 
learning goals (Gadiraju et al., 2018; Maurer et al., 2020). To address this research gap, 
we aim to investigate how students interact in an open assessment environment with 
unrestricted Internet search access. This corresponds to real learning environment, in 
which students navigate real websites on the Internet.

The almost unlimited access to information poses challenges, since there is no guaran-
tee regarding the quality of information found on the Internet (Gerjets et al., 2011). The 
Internet is characterized by a high heterogeneity of information and a plethora of sources 
that differ considerably in terms of the expertise and (hidden) interests of their origina-
tors (Metzger, 2007). For this reason, there is a risk of integrating incorrect or erroneous 
information into the learning process (Kahne et al., 2016), which can lead to faulty men-
tal models in domain learning (in a university context; Zlatkin-Troitschanskaia et  al., 
2019). A critically-reflective approach when using online information is therefore essen-
tial. Students should be able to judge online information based on evidence-based argu-
ments rather than superficial characteristics (of websites) or personal beliefs (McGrew 
et  al., 2018). This requires effectively searching for information, evaluating that infor-
mation for credibility, and verifying it by consulting other sources (Brand-Gruwel et al., 
2009; Britt & Rouet, 2012; McGrew et al., 2018). Recent research indicates substantial 
deficits among higher education students in these skills (e.g., McGrew et al., 2019; Wal-
raven et al., 2009; Wineburg et al., 2018). Accordingly, young adults should consistently 
be supported in learning how to use online information critically (Kahne et al., 2016). To 
meet this demand in higher education, it is necessary to better understand the practices 
that might elicit less critically-reflective judgments about online information and thus 
account for deficits among higher education students.

Research focus and questions
Previous studies show that students make use of cognitive heuristics to assess online 
information (Flanagin & Metzger, 2007; Walraven et  al., 2009; Zhang, Cole & Belkin, 
2011). According to the two-process theory (Evans, 2006), heuristics are automated pro-
cesses that are mostly experience-based and require little cognitive effort (Gronchi & 
Giovannelli, 2018; Horstmann et al., 2009). In contrast, systematic processes require a 
higher cognitive effort. It is assumed that heuristics are less likely to lead to critically 
reflective judgments (Evans, 2006; Flanagin & Metzger, 2007). So far, students’ critically 
reflective judgments regarding the credibility of online information are often assessed 
using only "self-report-based approaches" (List & Alexander, 2018a, p.199), which do not 
necessarily provide information about students’ actual approaches (Fogg et  al., 2002). 
Therefore, in this paper, we focus on the following research question:

RQ 1: How do the actual behaviors of students who critically-reflectively evaluate the 
credibility of online information (‘high performers’) differ from those of students who do 
not critically-reflectively evaluate it (‘low performers’)?
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A direct, real-time access to students’ information processing is supposed to give more 
comprehensive insights. Increasingly, studies on Internet behavior use eye tracking (ET) 
for such access to gain insights into information processing based on eye movements 
during confrontation with websites (Orquin & Mueller Loose, 2013; Rayner, 1998). Fun-
damental assumptions that qualify eye movements as indicators of processing are the 
eye-mind and immediacy theories (Just & Carpenter, 1976, 1980), which assume that 
there is a close relationship between the fixation of objects (incl. objects on a screen) 
with the eyes and the cognitive processing of these objects. However, Holmqvist et al. 
(2011) emphasize that eye movement data must be embedded in a research context so 
that they can be interpreted meaningfully. Thus, the following RQ arises:

RQ 2: How can differences in the approaches to online information of high-performing 
students compared to low-performing students be operationalized through eye tracking 
data?

Since the focus of cognitive information processing is on attention-related processes 
(Orquin & Mueller Loose, 2013), one of the best-known ET measures is fixation. Fixa-
tions are stable, minimal eye movements within an area that occur when an individual 
maintains their gaze on an object of interest (Duchowski, 2007). According to Holmqvist 
et  al. (2011), they are well studied as indicators of processing depth. In particular, the 
study of the length of fixations is widely used in research practice. Attentional ET analy-
sis also examines fixations within specific areas of materials used in assessment (Bera, 
Soffer, & Parsons, 2019) referred to as Areas of Interest (AOIs). By defining them, addi-
tional ET measures can be determined (Holmqvist et al., 2011). The dwell time and the 
length of fixation on an AOI are commonly used to operationalize the overall processing 
of these areas (Gerjets et al., 2011; Raney et al., 2014). Based on the selection of these ET 
measures for operationalization, the following RQ is examined:

RQ 3: Which differences can be identified in terms of the length of identified process 
steps and the length of fixations on AOIs between low performers and high performers?

Theoretical and conceptual framework
Students information processing strategies

Numerous studies show that students use simplified heuristics rather than systematic 
procedures to assess the credibility of online information (e.g., Barzilai & Zohar, 2012; 
Iding et al., 2009; Metzger & Flanagin, 2013; Sundar, 2008; Walraven et al., 2009; Winter 
& Krämer, 2014; for an overview, see Zlatkin-Troitschanskaia et  al., 2021a, 2021b). In 
doing so, they often unconsciously allow their judgments to be misguided not by objec-
tive criteria but by superficial characteristics that are of little or no relevance to the cred-
ibility of information and information sources (Barzilai & Zohar, 2012; Metzger et  al., 
2010). Simplistic inferences are already made when searching for information by inter-
preting the order of search results as a signal of credibility (Gerjets et al., 2011; Walraven 
et al., 2009; Zhang et al., 2011). On websites, judgments about credibility are often made 
based on superficial external features. Fogg (2003) and Wathen and Burkell (2002) found 
that an (initial) judgment about the credibility of an online source is primarily made 
based on the site presentation, i.e., visual design elements such as images or the color 
scheme. Metzger et  al. (2010) summarize the following findings from research: "(…) 
information seekers are likely to cope with the perceived costs of information search and 
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overload by seeking out strategies that minimize their cognitive effort and time through 
the use of cognitive heuristics."

Walraven et al. (2009) examined students’ evaluation criteria using think-aloud pro-
tocols and found, first, that few of them consciously used any criteria at all. Second, 
criteria for evaluating online information that students considered useful in previous 
interviews were not used in practice. Flanagin and Metzger (2007) also emphasize that 
although students are skeptical about online information and report that it should be 
verified, such verification does not occur. According to Brem et al. (2001), even students 
who attempt to evaluate online information in a critically reflective manner often have 
difficulty applying objective evaluation criteria. Apparently, there is a "dubious associ-
ation," (List & Alexander, 2018, p. 209), i.e., a clear difference between what students 
think is the correct way to deal with online information and what they actually do (Fogg 
et al., 2002). This could be due to the fact that the assessment of online information is 
also based on unconscious processes, which can be taken into account by means of eye 
tracking.

Eye tracking to operationalize cognitive processes

Eye tracking (ET) enables the identification of the position of the eyes as they move over 
a stimulus. A stimulus is any material that the eyes are confronted with, e.g., text, web 
pages, images or videos (Scheiter & Van Gog, 2009). The most common video-based 
corneal reflex method today uses an infrared reflection to visualize and record the cor-
nea and its position relative to the pupil (Djamasbi, 2014; Goldberg & Wichansky, 2003).

In recent years, the use of ET has received increasing attention in the context of inves-
tigating processes of dealing with online information (Granka et  al., 2008). Existing 
ET studies investigate the effects of different multimedial content on recipients (Bey-
mer, Orton & Russell, 2007; Chuang & Liu, 2012), online information seeking behavior 
(Granka, Joachims & Gay, 2004; Zhou & Ren, 2016), evaluation and selection of online 
information (Gerjets et al., 2011; Sülflow & Schäfer, 2019), and problem resolution pro-
cesses when using the Internet (Horstmann et al., 2009).

Fundamentally, ET is based on the dogmatic assumption that eye movements reveal 
information about individuals’ cognitive processes (Just & Carpenter, 1980). ET is a 
periactional method, which means that data are collected during the subject’s actions 
(simultaneously), thus allowing direct and immediate access to their cognitive processes 
(Roldan, 2017). Compared to verbal methods, ET is hardly reactive, i.e., there is little 
or no influence on the behavior of test persons during the assessment. In addition, ET 
reduces the general problem of self-reports, i.e., that respondents could make untruth-
ful statements regarding their procedures due to social desirability (Neuert & Lenzner, 
2019; Sülflow & Schäfer, 2019). For this paper, the most decisive advantage of using ET 
methodology is that subjects are not even consciously aware of many of their cognitive 
processes and therefore cannot report them (Neuert & Lenzner, 2019; Scheiter & Van 
Gog, 2009). ET opens up the possibility of not having to rely on (subjective) information 
from test persons, which can be erroneous and incomplete. This, in turn, makes it pos-
sible to obtain evidence about cognitive processes during the assessment of online infor-
mation on the basis of objective data (Granka et al., 2008; Wang et al., 2014).
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Conceptual framework of COR

To validly assess a critical-reflective approach to using online information among uni-
versity students, we based our study on the framework of "Critical Online Reasoning” 
(Molerov et  al., 2020). This construct includes three interconnecting facets: (i) Online 
Information Acquisition, (ii) Critical Information Evaluation, and (iii) Reasoning based 
on Evidence, Argumentation, and Synthesis (for details, Molerov et al., 2020). To meas-
ure and promote this skill, we developed a new tool ‘Critical Online Reasoning Assess-
ment’ (CORA). The assessment focuses specifically on students’ ability to search for and 
evaluate online information and make a reasoned decision using selected information 
to solve a problem/answer a question presented in a CORA task. This framework was 
comprehensively validated according to the Standards for Educational and Psychologi-
cal Testing by AERA et al. (2014) (Molerov et al., 2020; Nagel et al., 2022; Schmidt et al., 
2020). CORA included (at the time the eye tracking study was conducted) six tasks, each 
with a completion time of 10 min and providing students with a description of the con-
text and a website to evaluate. They are asked to conduct an open-ended web search, 
evaluate online information, and write an open-ended response (a short text) for each 
task. Two of the six tasks were used in the eye tracking study presented here. (Fig. 8 in 
the Appendix shows one of the tasks used in this paper).

Modeling the processes involved in COR

Descriptive perspective

For the analysis of students’ use of online information, processes can be structured by 
the descriptive model of Information Problem Solving on the Internet (IPS-I) by Brand-
Gruwel et al. (2009). An information problem could be the question of whether and why 
a website and its information are (not) credible (for examples, see CORA task in the 
Appendix) (Fig. 1).

Only a few studies have investigated the processes underlying the solving of informa-
tion problems on the Internet in terms of the individual activities required (Brand-Gru-
wel et  al., 2017; Collins-Thompson et  al., 2016). Brand-Gruwel et  al. (2009) compared 
PhD students to first-year students in terms of the underlying processes while solving a 
task for which they used online information. The main differences in approach were that 

Fig. 1 IPS‑I model according to Brand‑Gruwel et al. (2009)
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PhD students spent more time defining the information problem. In addition, they made 
a decision regarding the credibility of information at a later stage. In a similar study, 
Wineburg and McGrew (2017) found that professional fact-checkers read "laterally", 
leaving a website after a quick scan to first verify the credibility of the website based 
on an online search and thus through content from other sources, whereas undergrad-
uate students read "vertically" and only stayed on a single website. List and Alexander 
(2017) describe "sampling" as a concept similar to lateral reading, where the focus is on 
selecting the best source of information according to certain criteria by quickly scan-
ning sources to select the optimal information. Empirically, however, they show that so-
called "satisficing" is more common, where the focus is on content engagement, which 
is characterized by few sources accessed without revisits and linear reading. Zhou and 
Ren (2016) had similar findings. They showed that high-achieving students switched 
more frequently between search results and web pages in the process of seeking infor-
mation before “landing” on a web page, which was interpreted as stronger metacognitive 
engagement.

In summary, the results from these studies suggest that high-performing students 
spend more time reading tasks and activating prior knowledge (defining information 
problem) and searching for information (sampling, lateral reading) than low-perform-
ing students. In this respect, scanning processes could occur comparatively more often 
in higher-performing students than in lower-performing students, since the latter use 
fewer sources and engage more with one website.

Processual perspective

According to Flanagin and Metzger (2007), the perception of information credibility can 
occur not only through heuristic processing of easily accessible cues, but also through 
systematic processes. Cho et al. (2018) describe processes as components of larger think-
ing operations, regardless of their degree of complexity, organization and intentionality. 
They are therefore not necessarily goal-oriented. Systematic processes are consciously 
employed processes and take place when a subject selects, coordinates and applies vari-
ous goal-oriented thoughts and actions (Afflerbach et  al., 2008). The differentiation of 
processing into heuristic and systematic processes is known as the heuristic-analytic 
theory of reasoning (Evans, 2006). According to this theory, heuristic processes are fast, 
unconscious, automatic, experience-based and occur with little cognitive effort (Gron-
chi & Giovannelli, 2018; Horstmann et al., 2009; Kahneman, 2011). Systematic processes 
require more cognitive effort: They are analytical and based on a weighing of positive 
and negative aspects of different options (Chen & Chaiken, 1999; Evans & Stanovich, 
2013). Researchers assume that cognitive effort is a prerequisite for being able to ade-
quately assess the credibility of online information (Afflerbach & Cho, 2009; Bråten & 
Strømsø, 2011; Metzger et al., 2010). The construction of coherent mental representa-
tions of content from sources is associated with a considerable systematic effort (Bråten 
& Strømsø, 2011; Britt et al., 1999; Perfetti et al., 1999; Stadtler & Bromme, 2014). The 
evaluation of sources also requires "deep-level processing" (List & Alexander, 2018). 
Researchers also argue that heuristics can be just as effective and efficient as more cogni-
tively demanding strategies of inference and decision-making (Gigerenzer & Todd, 1999; 
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Wirth et al., 2007). Following the definition of COR, however, it is assumed that system-
atic processes are necessary for critically dealing with online information.

Systematic processing does not mean that no heuristic processes take place. Accord-
ing to default-intervention models, these processes take place one after the other (Evans, 
2006; Evans & Stanovich, 2013). These models state that heuristic processes are always 
activated first as a default mode and that systematic, conscious processes can inter-
vene in these intuitive processes. According to Evans (2006), judgements are thus either 
determined by heuristic processes or the systematic approach is actively used to sup-
press the default reproductions led by the heuristic system and to engage in conscious, 
strategic deliberation instead.

Figure 2 illustrates this principle in relation to the evaluation of online information: A 
website automatically evokes heuristic processes that take place on the basis of super-
ficial features of the website. The subject then decides (consciously or unconsciously) 
whether the analytical system intervenes. This decision can depend on the task struc-
ture, the time available and the subject’s intelligence. According to Cho et al. (2018), and 
in line with the definition of COR, a systematic activation includes the analysis of the 
source with regard to the expertise, competence and trustworthiness of the author and 
the organization or person operating the website, and the content analysis of the "main 
ideas" of the texts. In this way, a fusion with the initial (heuristic) source judgement takes 
place. Ultimately, a critical, systemic processing through the recursive use of source ref-
erences and content analysis should result in the final judgement (Molerov et al., 2020).

Operationalizing COR processes for eye movement diagnostics
Selecting an eye movement metric

There are numerous movement-, position-, quantity- and distance-based ET metrics for 
analyzing eye movement data. For research on gaze behavior, two metrics are most fre-
quently used: fixations and saccades (Beymer et al., 2007; Poole & Ball, 2006). During a 
fixation, information is extracted and encoded by the observer, with the eyes remain-
ing relatively immobile for approximately 100–800 ms (Duchowski, 2007; Raney et al., 
2014). Saccades are rapid eye movements of 10–20 ms between fixations that occur 

Fig. 2 Default intervention model for dealing with online information (own illustration)
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when attention is directed from one object to another (Duchowski, 2007). It is assumed 
that little to no information is acquired and processed during saccades. Fixations are 
suitable for studying how information is processed as they make it possible to distin-
guish superficial scanning from deeper processing of information (Glöckner & Herbold, 
2011). They are therefore particularly interesting for cognitive psychological studies 
and are also used in most ET studies that investigate the handling of online information 
(Horstmann et al., 2009; Raney et al., 2014; Sülflow & Schäfer, 2019; Wang et al., 2014; 
Zhou & Ren, 2016). Moreover, fixations have been well studied and validated as indica-
tors of information processing depth compared to other metrics (Holmqvist et al., 2011).

The relationship between eye fixations and cognitive processing has been explored for 
over two centuries (Wade, 2015). The key finding is that increased processing demands 
are associated with eye fixation on specific objects or changes in fixation patterns 
(Raney et al., 2014). According to the "Eye-Mind Assumption" (Just & Carpenter, 1976, 
1980), what the eyes fixate on is also what is actually being processed. The “Immediacy 
Assumption” (Just & Carpenter, 1976) suggests that the duration of a fixation is the same 
as the duration for which the corresponding object is processed. Accordingly, the speed 
of fixation shifts also corresponds to the speed of processing. Eye fixations are there-
fore a major focus of ET research since the attentional allocations implied by them are 
considered a reliable proxy for the level of processing (Rayner, 1998; Velichkovsky, 1999; 
Wang et al., 2014). The duration of fixations is to be preferred from a theoretical per-
spective, since longer fixations are not only an indicator of greater interest on the part of 
the viewer and a higher level of complexity (Cyr & Head, 2013; Poole & Ball, 2006), but 
are also most frequently used as an indicator of deeper and cognitively more complex 
processing (Holmqvist et al., 201; Rayner, 1998; Velichkovsky, 1999; Wang et al., 2014). 
Research on dealing with online information shows that superficial levels of processing 
(e.g., scanning a website) are associated with shorter fixations of up to 250 ms, while 
deeper processing (e.g., systematic integration of information) is associated with longer 
fixations of over 500 ms (Glöckner & Herbold, 2011).

Fixations (initially) refer to arbitrary areas of the stimulus, which are defined as “Areas 
of Interest” (AOI). When examining fixations on AOIs, the metric ‘dwell’ is often used 
(Gidlöf et al., 2013; Klein et al., 2019). A dwell includes all directly consecutive eye move-
ments that are located within an AOI (Holmqvist et al., 2011). The dwell time, i.e., the 
time spent attending an AOI, can be seen as the counterpart to the fixation duration for 
a given AOI. Though, dwell time on an AOI is not indicative of fixation duration within 
that AOI, however, for the analysis of eye movements within AOIs, both the dwell time 
as well as the total fixation duration within the AOIs are examined, as the latter can pro-
vide additional information about the depth of processing.

Identifying the distinct process steps in CORA task‑solving

Since students’ processing procedures while solving a CORA task can show a high 
degree of variability due to the open assessment format, they are divided into individual, 
empirically distinct processing steps that enable comparability between students. For 
this purpose, the five constitutive steps of the IPS-I model (see 2.3.1) are transferred spe-
cifically to CORA task processing. Accordingly, it is assumed that the definition of the 
information problem mainly takes place when reading the task, as a goal-directed action 
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can only take place following this step (Vermetten et al., 2005). For this reason, the over-
all duration of all the phases, i.e., the time that students spend on the CORA task and 
that they do not use to take notes and write answers is assigned to the step of defining 
the information problem.

Even if information can, in principle, be searched for on any website (e.g., through the 
search function), a search engine is usually used for this purpose (Wirth et  al., 2007). 
Therefore, the step of searching for information is represented by the time students 
spend on the website of a search engine. This is a simplified indicator; there is also the 
possibility that students may already be thinking about a search strategy or search terms 
before they go to the search engine. However, it is assumed that, in most cases, this is 
mainly done while visiting the search engine (Hoppe et al., 2018; Pifarré et al., 2018).

Both scanning and processing of information can take place on the same websites. Thus, 
eye movement indicators come into play for differentiation. More superficial processing, 
which is common when scanning information, is associated with shorter fixations, while 
information integration, which requires deeper, more elaborate processing, is associated 
with longer fixations (Sect. 3.2.1). According to Glöckner and Herbold (2011), the key 
figures of up to 250 ms per fixation for short fixations and over 500 ms per fixation for 
longer fixations are used in our study. Shorter fixations on the web pages are interpreted 
as an indicator for scanning processes of information, while the duration of longer fixa-
tions is used as an indicator for processing information.

Students organize and present information mainly by writing answers and citing evi-
dence. Therefore, all the time students spend on writing texts and inserting copied state-
ments and URLs as part of answering the CORA tasks is assigned to this processing step. 
Table 1 summarizes the operationalization of process steps during CORA task-solving.

Defining areas of interest (aois)

For the theoretical derivation of AOIs, the MAIN model by Sundar (2008) is used as a 
framework, which represents an approach to understanding credibility evaluation in the 
use of online media. Sundar (2008) recommends the model to advance the study of cred-
ibility heuristics in research and identifies four "cues" that have significant psychological 
effects on the assessment of credibility of online information: modality cues (M), agency 
cues (A), interactivity cues (I) and navigability cues (N).

Modality cues refer less to the content and more to the structure of a webpage, namely 
the differences in the effects that visual, auditory and textual elements have on the 

Table 1 Operationalization of process steps in the CORA task‑solving

Constitutive steps Application to CORA task‑solving Unit of analysis for 
operationalization

Define information problem Reading the task Time spent on the task not writing

Searching for information Use of search engine Time spent using search engines

Scanning information Scanning the web pages used in 
CORA

Duration of all fixations of up to 
250 ms on all visited web pages

Process information Deeper processing of information on 
web pages used in CORA

Duration of all fixations of more than 
500 ms on all visited web pages

Organise and present information Write notes and reply/insert links Time spent on the task while writing
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subject. Overall, different modalities (image, text, video and audio) evoke certain heu-
ristics that can have both positive and negative effects on the judgement of the cred-
ibility of the information, depending on the relationship between them. In particular, 
visual elements such as images and graphics feature highly as design elements in vari-
ous frameworks for evaluating the credibility of online information. Wathen and Burkell 
(2002) cite factors such as external appearance in the form of graphics and color design. 
Fogg (2003) refers to surface credibility, which is assessed by superficially processing the 
page structure based on its individual modules, as "most common". Text modality on a 
website is classified as any continuous text that contains information and is not assigned 
to any other cue. This corresponds to the complete introductory part of the text.

Agency cues refer to the source of the information, which is reflected both by the 
"identity" of a website and by the author of the information. Thus, the organization that 
operates a website can play a role in assessing the site’s credibility. At the same time, 
references to the author can also evoke heuristics, which, depending on the context, can 
have both a positive effect and a negative effect. Assessing the credibility of the source 
is an essential component of COR and is emphasized in various empirical studies (e.g. 
Metzger & Flanagin, 2013; Fogg et al., 2002; Winter & Krämer, 2014; Elsweiler & Katten-
beck, 2019). Other frameworks also emphasize the importance of source information: In 
Wathen and Burkell (2002), information about the author (and the resulting assessment 
of their expertise and trustworthiness) is an essential part of evaluating the credibility 
of a message. Fogg (2003) places more emphasis on information about the organiza-
tion running the website, which is grouped under “presumed credibility”. According to 
Metzger and Flanagin’s (2015) factors of credibility evaluation, source and message cues 
are two of four categories of assessing credibility on a website. They include qualifica-
tion, references, contact information, motives and the author’s reputation. Areas on the 
website that give information about the operating organization as well as those that give 
information about the author are therefore considered AOIs.

Many web pages contain attributes called interactivity cues. Such interactivity ele-
ments allow the user’s needs to be specified, as they make the medium "responsive". 
Sundar (2008) assigns dialogue boxes, search functions, menu bars and communication 
possibilities to interactivity. Such interactive elements are also mentioned by Metzger 
and Flanagin (2015) as a source cue. Since empirical studies show the effect of interac-
tion elements on credibility (e.g., Jahng & Littau, 2016; Johnson & Kaye, 2016), these too 
should be defined as AOIs on a website.

Finally, navigability cues consist of interface features such as cross-references and 
access to other content. The navigation design is expressed in the use of hyperlinks, 
the increased use of which, according to Sundar, can lead to an "elaboration heuristic", 
which leads recipients to a deeper processing of the content by clicking on the links. Ref-
erences to further information (e.g., citations and sources) can also be grouped among 
these cues. Metzger and Flanagin (2015) also list citations and links among the so-called 
message cues as characteristics of a website for assessing its credibility, specifying these 
in terms of their quality. Thus, citations of research sources and links to external authori-
ties would increase credibility. Further qualitative studies confirm the relevance of cross-
references and external links as criteria for assessing credibility (Eysenbach & Köhler, 
2002; Freeman & Spyridakis, 2004). Therefore, the section with cross-references to other 
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contents of a website as well as the citation of a study in a text and the references below 
the text are also considered AOIs. Figure 3 shows the application of the criteria to build 
AOIs.

In addition, there is a wide range of so-called "checklists" for the correct handling of 
information on the Internet by learners, both for the school (Klicksafe Initiative, (2020); 
State Institute for Teacher Education and School Development, 2012; State Agency for 
Civic Education, 2005) and university sector (Leibniz Technical Information Library 
(2021); Ulm University, (2008); Bielefeld University, (2008)). These lists include criteria 
that should be taken into account by the recipient to adequately assess the credibility of 
online information. The criteria from the abovementioned selection of three checklists 
each for university and school practice were also analyzed to consider further practical 
criteria for assessing the credibility of information when forming AOIs.

Study and evaluation design
Research context and sample

The eye movements during the processing of the CORA tasks were recorded with a 
Tobii Pro X3-120 Eye Tracker fixed to the screen and a sampling rate of 120 Hz. The 
stimuli generated, which included the CORA tasks with the links to the websites, were 
tested in a pretest with two test persons to ensure a technically smooth process as well as 
the comprehensibility of the content and the time frame. No noteworthy anomalies were 
found.

In the winter semester 2019/2020, ET data were collected from 32 students from 
two German universities, who were selected based on theoretically predefined criteria 

Fig. 3 Application of the cues of the MAIN model to the website from CORA
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(gender, age, course of study, study semester) in a cross-sectional design (see Table 2). 
All students were given the same two CORA tasks to complete.

To study eye movement data, data quality must be ensured (Holmqvist et al., 2012). 
Holmqvist et  al. (2011) recommend a maximum average deviation of the measured 
gaze points from the actual gaze points of 0.5°, while they describe values above 1.0° 
as "unacceptable". Data quality is particularly important for eye movement diagnos-
tics within AOIs, as lower precision and accuracy increases the likelihood that fixa-
tions will not be assigned to the correct AOI, especially if there is insufficient distance 
between AOIs (Holmqvist et  al., 2012). According to Orquin et  al. (2016), values 
deviating from the recommended accuracy would have to be compensated for by 
increasing the size of the AOI, i.e., creating a buffer distance to other sections of the 
stimulus. In a "real-world environment" (Holmqvist et  al., 2011), however, it is not 
possible to influence the properties of the stimulus, which makes it difficult to enlarge 
the margins. In our study, therefore, all students whose precision and/or accuracy val-
ues were below the acceptable value of 1.0° were excluded from the analysis to avoid 
interpretation errors. The exclusion of test persons with unacceptable values reduced 
the sample by nine students. Two further students had to be excluded from the analy-
sis due to missing values in the socio-demographic part of the study. Thus, data from 
19 subjects were used for this paper.

To answer the RQs, the sample was separated into two groups based on their CORA 
scores to investigate differences regarding their processing procedures. From an edu-
cational practice perspective, we specifically focus on low-performing students, as 
there is a potential need for support among this group. The distribution of the CORA 
scores shows that a large proportion of the students in the sample have deficits in the 
COR facets. Students who did not argue at all or hardly argued critically and reflec-
tively in their evaluation of the online information in CORA (low performers, LP) and 
scored less than one point on a scale from 3 (max.) to 1 (min.) were grouped together 
and contrasted with the group of students who argued (at least) partially critically 
and reflectively (high performers, HP) and scored at least one point or higher. Table 2 
shows the socio-demographic distribution as well as the group size of LPs and HPs.

Table 2 Sample description

N = 19 ascored less than one point on CORA. bscored at least one point and higher on CORA

Attribute Group Distribution

Gender Male
female

5 (26.3%)
14 (73.7%)

Course of Study Business Studies
Business Education

7 (36.8%)
12 (63.2%)

Age Up to 22 years (median)
Older than 22 years

10 (52.6%)
9 (47.4%)

Semester Up to second semester (median)
From third semester

11 (57.9%)
8 (42.1%)

Performance in CORA Low Performer (LP) a

High Performer (HP) b
12 (63.2%)
7 (36.8%)
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Results
Process steps

Firstly, a descriptive comparison of the distribution of the processing time on the five 
processing steps according to the IPS-I model between the two performance groups (LP 
vs. HP) as well as the distribution of the total duration of the individual processing steps 
between the two groups shows that the most salient differences relate to the processing 
steps that took place during the use of search engines and websites (Figs. 4, 5).

Secondly, in relation to their total processing time, LPs spent proportionately less time 
on searching for further external information compared to HPs. The majority of the 
duration of the search processes carried out by all students in total (77.2%) is accounted 
for by the group of HPs. The average absolute difference in the duration for the informa-
tion search between LPs and HPs is significant (37.10 s), however, at an α-level of 10% 
(U = 21.00, Z =  − 1.876, p = 0.061). The effect of group membership (Cohen’s d = 0.892) 
is large (Cohen, 1988).

With regard to the duration of website use, LPs’ was 71.5 times longer on average 
in relation to the total duration of website use (MEAN = 303.97; SD = 129.28); 71.4% 
of the time was spent on the webpage directly linked in the CORA (MEAN = 216.96; 
SD = 115.16), while HPs on average only spent 58.2% (MEAN = 168.78; SD = 72.77) 
of their time spent on webpages (MEAN = 289.90; SD = 80.65) on this one webpage. 
Although the difference between the mean values of the relative time spent on this 

Fig. 4 Average relative duration of the process steps (based on Strobel et al., 2018)

Fig. 5 Distribution of the total duration of each IPS‑I step between the LP and HP groups
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website in relation to other websites was not significant (t (17) =  − 1.136, p = 0.272), 
there is still at least a medium effect (Cohen’s d = -0.54) Table 3.

While the average difference in the time spent scanning information processes 
between HPs and LPs (16.57 s) was not significant (t (17) =  − 0.871, p = 0.396), there was 
at least a small to medium effect of group membership (Cohen’s d =  − 0.414). Although 
HPs spent less time on websites, they processed the information on the websites slightly 
longer and/or more often deeply. However, at 3.28 s, the difference in mean is small in 
absolute terms, not significant (t (17) = 0.807, p = 0.431), and the effect size was rela-
tively small (Cohen’s d = 0.384).

When considering all processing steps, LPs switched significantly less frequently 
between the individual processing steps of the IPS-I model. While HPs switched 13.43 
times on average between defining the information problem, searching for information, 
using web pages, and presenting the information, this was only the case 8.75 times for 
LPs (t(17) = 2.065, p = 0.054).

Eye movement on the web page

In relation to their total time on the website, LPs spent a large part (64.3%) of their time 
looking at the (introductory) text, while HPs devoted less than half (41.2%) of their time 
on the website to this AOI. Measured in time, more than three quarters of all gaze move-
ments (78.0%) were allotted to the LPs. In contrast, the difference in dwell time for the 
graph is initially hardly noticeable in relative terms compared to other AOIs, since the 
share of dwell time in the total viewing time of the webpage was small (0.7% for LP and 
2.2% for HP). There was also only a moderate difference in the distribution of all eye 
movements on the graphic between the two groups (44.4% for LP and 55.6% for HP), 
which, however, speaks for a longer viewing time for HPs. The absolute mean of the 
dwell time of the graph is nevertheless significantly higher for HPs (mean difference 1.39 
s) than for LP (U = 15.00, Z = -2.286, p = 0.022) (Fig. 6).

LPs looked at the AOI containing the citation section of the study longer than HPs, 
both proportionally (12.5% of the webpage viewing time) and in relation to total eye 
movements of all students (76.0%). In absolute terms, the total dwell time of the HPs 

Table 3 Mean comparison of the duration of the processing steps

All time values in seconds and representation based on Keller et al. (2015)a Calculation by t test for independent samples. 
b Calculation by Mann–Whitney U-test with indication of asymptotic significance, since the conditions N > 12 apply to the 
total sample and N > 6 to both groups (Gibbons & Chakraborti, 2003)

Constitutive step according to 
the IPS‑I model

Mean of LP 
(N = 12)
(SD)

Mean difference 
HP to LP
(SE)

p‑value Effect size Cohen’s d

Define information problem 86.28
(45.58)

 − 6.73
(19.82)

0.738a − 0.162

Searching for information 15.54
(24.45)

 + 37.10
(17.96)

0.061b 0.892

Scanning information 99.27
(45.21)

 − 16.57
(19.03)

0.396a  − 0.414

Process information 10.48
(8.82)

 + 3.28
(4.06)

0.431a 0.384

Organize and present information 189.88
(65.46)

 − 13.40
(38.13)

0.730a – 0.167
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was significantly shorter, on average by 17.89 s, than the LPs’ (t(17) = -2.312, p = 0.034), 
which corresponds to a large effect (Cohen’s d = 1.1). The same direction of effect was 
also observed for the dwell time on the cross-references, although the mean difference 
(24.49 s) was only significant at an α-level of 10% (U = 20.50, Z =  − 1.818, p = 0.069). For 
the dwell time on the AOI sources, the direction of effect was different. LPs looked at the 
sources for a shorter amount of time than HPs (share of 14.2% of the viewing time of the 
website), both proportionally (4.5%) to the total viewing time of the website and in rela-
tion to all eye movements of the students within the AOI (41.9%).

For the total dwell time over all advertisements no significant difference between LPs 
and HPs were found Table 4.

Based on the p-values in combination with the effect size of the mean differences in 
the context of the comparison of the dwell time, a medium to high significance of the 
differences between HPs and LPs with regard to six AOIs (text, graphics, organization, 
sources, citation of the study and cross-references) could be highlighted. In order to 
draw conclusions about the depth of processing of the content within the AOIs, the next 
step was to examine whether differences between the performance groups could also be 
found with regard to the length of fixations.

HPs fixated on the graphic significantly longer, on average by 0.98 s (U = 17.00; 
Z =  − 2.132, p = 0.033, Cohen’s d = 1.108). Also, the HPs’ fixation time in the source area 
was 11.52 s longer on average than the LPs’ (U = 22.50, Z = -1.655, p = 0.098). Lastly, the 
HPs fixated on the information about the organization for a mean of 2.15 s longer than 
the LPs. However, the areas with the description of the study (U = 19.50, Z =  − 1.902, 
p = 0.057) and with the cross-references to other contents of the website (U = 20.50, 
Z = -1.818, p = 0.069) were fixated on significantly longer by the LPs than by the HPs at 
the 10% level. Apart from the effect of group membership on the fixation duration in the 
text area, all the effects mentioned are high (Cohen, 1988) Table 5.

These findings are corroborated by the comparative visualization of the mean fixa-
tion duration of the two groups on the website shown in Fig. 7. The red squares repre-
sent areas within which the LPs had a longer fixation duration on average, while green 

Fig. 6 Proportional distribution of dwell time on the AOIs in relation to the total time on the website
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squares are those areas within which HPs fixated on the content longer overall. Equiv-
alent to the previous mean comparison, a comparatively longer total fixation duration 
can be seen for LPs in the areas of the study and the cross-references, while for HPs, 

Table 4 Mean value comparison of the total dwell time

All times in seconds and representation based on Keller et al. (2015) aCalculation by t test for independent samples. 
bCalculation by Mann–Whitney U-test with indication of asymptotic significance, since the conditions N > 12 apply to the 
total sample and N > 6 to both groups (Gibbons & Chakraborti, 2003)

AOI Mean of LP 
(N = 12)
(SD)

Mean difference 
HP to LP
(SE)

p value Effect size 
Cohen’s d

Introduction text 62.01
(11.89)

– 27.39
(18.92)

0.166a – 0.689

Graphic 0.52
(0.22)

 + 1.39
(0.63)

0.022b 1.229

Author’s details 0.93
(0.28)

– 0.11
(0.45)

0.815a – 0.113

Organizational information 1.20
(0.51)

 + 1.92
(1.22)

0.132a 0.752

Dialogue section 0.47
(0.24)

 + 0.10
(0.35)

0.778a 0.136

Contact details 0.04
(0.03)

 + 0.08
(0.10)

0.415a 0.398

Menu and search 0.03
(0.02)

 + 0.01
(0.03)

0.619a 0.241

References 4.99
(1.59)

 + 13.74
(7.05)

0.188b 0.630

Citation of the study 27.53
(5.06)

– 17.89
(7.74)

0.034a – 1.100

Cross‑references 34.42
(9.57)

– 24.49
(13.29)

0.069b – 0.917

Advertising 4.12
(1.14)

– 0.17
(2.06)

0.935a – 0.039

Table 5 Mean comparison of fixation duration for relevant AOIs

All times in seconds and representation based on Keller et al. (2015) aCalculation by t test for independent samples. 
bCalculation by Mann–Whitney U-test with indication of asymptotic significance, since the conditions N > 12 apply to the 
total sample and N > 6 to both groups (Gibbons & Chakraborti, 2003)

AOI Mean of LP 
(N = 12)
(SD)

Mean difference 
HP to LP
(SE)

p value Effect size
Cohen’s d

Introduction text 41.30
(33.15)

– 17.28
(14.83)

0.260a – 0.554

Graphic 1.45
(0.47)

 + 0.98
(0.44)

0.033b 1.108

Organizational information 2.76
(0.61)

 + 2.15
(1.27)

0.069b 0.917

References 14.23
(2.71)

 + 11.52
(7.23)

0.098b 0.817

Citation of the study 6.81
(17.95)

– 11.13
(5.61)

0.057b – 0.970

Cross references 7.34
(21.28)

– 13.95
(6.77)

0.069b – 0.917
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longer fixation durations can be located within the areas with the information on the 
organization as well as the sources.

Discussion, limitations, and implications for future research
In this study, we investigate the three RQs via a combination of the descriptive and pro-
cessual approach. Regarding RQ1 and RQ2, we were able to demonstrate that actual 
student behaviors exhibited when solving the CORA tasks using unrestricted Internet 
search could be operationalized through eye tracking data. The eye movements of stu-
dents who critically and reflectively evaluate the credibility of online information (‘high 
performers’) differ from those of students who do not critically and reflectively evaluate 
(‘low performers’) as theoretically expected. Investigating RQ3, we were able to show, 
that students who assessed online information less critically-reflectively (LPs) processed 
the areas that are particularly important for evaluating credibility (source references 
and information on the organization or author) more briefly or more quickly. Moreo-
ver, they processed less relevant areas (e.g., information internal to the website such as 
cross-references) for longer instead of looking for further external information to verify 
the content presented. As a result, they tended to spend proportionately less time than 
the HPs on obtaining information from other websites. This approach corresponds more 
closely to the characteristics of heuristic processes, since it was mainly the informa-
tion presented and less information from different sources that was combined to form a 
mental model — this is often associated with less cognitive effort (Britt & Rouet, 2012). 
Compared to HPs, a less recursive analysis of sources and content took place (Cho et al., 
2018), which is illustrated by the lower number of processing steps.

Examining the findings presented here, we are able to conclude that using the 
ET measurement method the study provided us with significant insights into the 

Fig. 7 Visual comparison of the distribution of mean fixation duration between the performance groups on 
the website
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differences in approaches between higher- and lower-performing students when solv-
ing the online information problem task using unrestricted Internet search. In this 
way, our study demonstrates that this method can be used successfully in such open 
information and learning environments without the predefined AOIs (e.g. compared 
to several studies with closed tests, e.g., Klein et al., 2020). Within the framework of 
the assessment design, we therefore created an ecologically highly valid test environ-
ment. In addition to quantitative data analysis, case-by-case qualitative investiga-
tions of individual processing procedures based on ET records provided more specific 
insights into the differences in procedures in the future research.

At the same time, against the background of the use of the ET methodology, some 
limitations of this study must be pointed out. Although the duration of fixations is 
considered a viable indicator of the depth of processing, there are hardly any guide-
lines on what length of fixations classify as deep or less deep processing (Horstmann 
et al., 2009). The chosen threshold values according to Glöckner and Herbold (2011), 
which were used to distinguish scanning and processing processes, are based on study 
results on dealing with online information and not on cognitive psychological theo-
ries. Specifying which fixation lengths are selected for which levels of processing can 
have a significant impact on the results of data analysis.

Eye-movement data should generally be interpreted through theory-driven opera-
tionalization (Granka et  al., 2008; Holmqvist, 2011). In the context of a theoretical 
embedding, fixation duration could be an indicator of stronger interest, higher con-
tent complexity or other phenomena instead of deeper processing and more effec-
tive information integration (Cyr & Head, 2013; Poole & Ball, 2006). In addition, eye 
movements are different individually and can therefore be interpreted differently 
from person to person (Rakoczi, 2012). The causality between eye movements and 
cognitive processes should be further focused on in future studies by integrating 
qualitative, competing methods during processing, e.g., the method of thinking aloud 
(Bojko, 2013; Gerjets et al., 2011).

Moreover, this study on the use of online information is based on a sample of only 
19 students. Although this sample size corresponds to a quite common size in rele-
vant national and international eye-tracking research, a larger sample would be desir-
able for additional analyses of task solving processes, such as a multilevel modeling. 
Therefore, future research projects need to draw from a larger and more representa-
tive sample, and ensure high data quality during the surveys, since the generalizability 
of findings can be significantly impaired by this (Holmqvist et al., 2012).

In addition, in the presentation of the default intervention model in dealing with 
online information, we noted that the decision on whether to use systematic pro-
cesses in assessing websites depends, for example, on instruction, available time, and 
intelligence (Evans, 2006; Wathen & Burkell, 2002). In particular, the time available 
in the CORA could play a major role, as it was limited to ten minutes per task. Fur-
thermore, factors such as (task-related) prior knowledge, personal beliefs, and moti-
vation can also influence the approach to assessing information (Britt & Rouet, 2012; 



Page 19 of 24Kunz et al. Smart Learning Environments           (2024) 11:44  

Kammerer et al., 2013; Metzger, 2007; Scheiter & Van Gog, 2009). These influencing 
factors should be investigated in future studies.

Despite these limitations, our study offers starting points for further hypothesis-
testing investigation of students’ critical and reflective handling of online information 
to explore those deficits identified here and their causes in more detail. In particular, 
this study complements the existing research base on university students’ heuristics in 
dealing with real Internet information by using the ET measurement method to gain 
a deeper understanding of how online websites and content is actually used to solve a 
generic information problem. Upon analyzing the AoIs further, this study substantially 
contributes to other existing studies that have published similar findings using other 
assessment methods (e.g., Flanagin & Metzger, 2007; Walraven et al., 2009; Zhang, Cole 
& Belkin, 2011) and indicate high potential of the ET method to investigate learning pro-
cesses in real online information environments that increasingly dominate the current 
university landscape.

Regarding practical implications, the results suggest that students often do not pro-
ceed to evaluate online information in a critically reflective manner. In view of the 
increasing degree of digitalization and the greater importance of the ability to evaluate 
content from the World Wide Web, there is obviously a need for support in educational 
practice. Based on the results of our study it may be useful to systematically educate 
students about indicators that influence the credibility of online information on websites 
such as source provenance, as well as learning helpful procedures to validate the infor-
mation at hand such as cross-checking.

Appendix
See Fig. 8.

Fig. 8 Task of the CORA
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